
 
 
 

 
 

AGENDA 
 

REGULAR MEETING OF THE FINANCE COMMITTEE 
A COMMITTEE OF THE BOARD OF DIRECTORS 

 
Tuesday, March 28, 2023 – 9:00 AM 

Classroom B 
600 N. Highland Springs Avenue, Banning, CA   92220 

 
 
 

                                                   
              

 
 

 
 

TAB 
 
 
I. Call to Order        S. DiBiasi 
 
  
II. Public Comment 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
OLD BUSINESS 
 
 
III. * Proposed Action – Approval of Minutes     S. DiBiasi 

•  February 28, 2023, regular meeting      A 
 
 
NEW BUSINESS 

A five-minute limitation shall apply to each member of the public who wishes to address the Finance 
Committee of the Hospital Board of Directors on any matter under the subject jurisdiction of the Committee.  
A thirty-minute time limit is placed on this section.  No member of the public shall be permitted to “share” 
his/her five minutes with any other member of the public.  (Usually, any items received under this heading 
are referred to staff for future study, research, completion and/or future Committee Action.)  (PLEASE 
STATE YOUR NAME AND ADDRESS FOR THE RECORD.) 
 
On behalf of the San Gorgonio Memorial Hospital Board of Directors, we want you to know that the 
Board/Committee acknowledges the comments or concerns that you direct to this Committee.  While the 
Board/Committee may wish to occasionally respond immediately to questions or comments if appropriate, 
they often will instruct the CEO, or other Administrative Executive personnel, to do further research and 
report back to the Board/Committee prior to responding to any issues raised.  If you have specific questions, 
you will receive a response either at the meeting or shortly thereafter.  The Board/Committee wants to ensure 
that it is fully informed before responding, and so if your questions are not addressed during the meeting, 
this does not indicate a lack of interest on the Board/Committee’s part; a response will be forthcoming.  
 
 
 

In compliance with the Americans with Disabilities Act, if you need special assistance to participate in this meeting, 
please contact the Administration Office at (951) 769-2101.  Notification 48 hours prior to the meeting will enable the 
Hospital to make reasonable arrangement to ensure accessibility to this meeting.  [28 CFR 35.02-35.104 ADA Title II]. 



San Gorgonio Memorial Hospital Board of Directors 
Finance Committee – Regular Meeting 
March 28, 2023 
 
 
 
IV. * Proposed Action – Recommend approval to Hospital Board  D. Heckathorne B 

• February 2023 Financial Report (Unaudited)     
 ROLL CALL 

 
 

V. * Proposed Action – Recommend approval to Hospital Board and  J. Peleuses C 
        the Healthcare District Board for authorization to 
        declare the existing Siemens Somatom Sensation 
        64 CT Scanner Model #8377520, Serial Number #55296 
        as surplus property and authorize the hospital to dispose 
        of the unit as appropriate at fair market value. 

 ROLL CALL 
 
 
VI. * Proposed Action – Recommend approval to Hospital Board and  D. Heckathorne D 
        the Healthcare District Board 

• Presentation of Women’s Clinic Midwifery Program 
Forecast and Authorization to Commence Project 

 ROLL CALL 
 
 
VII. * Proposed Action – Recommend approval to Hospital Board  D. Heckathorne E 

• Information Technology Network Service and 
Consulting Agreement with Helix Storm, Inc. and 
MDR Solution with Arctic Wolf 

 ROLL CALL 
 
 
VIII. * Proposed Action – Recommend approval to Hospital Board  D. Heckathorne F 

• Pharmacy 340b Program with the Craneware Group 
re: Outpatient Split Billing Rebate Program, Outpatient 
Retail Contract Pharmacy Rebates, and Inpatient Medications 
Rebate Program 

 ROLL CALL 
 
 
 
IX. Future Agenda Items 
 
 
X. Next Meeting – April 25, 2023             
 
 
XI. Adjournment        S. DiBiasi 
 
 
 
* Requires Action 
 
 
 
 

 

In accordance with The Brown Act, Section 54957.5, all public records relating to an agenda item on this agenda are available for 
public inspection at the time the document is distributed to all, or a majority of all, members of the Committee.  Such records 
shall be available at the Hospital office located at 600 N. Highland Springs Avenue, Banning, CA 92220 during regular business 
hours, Monday through Friday, 8:00 am - 4:30 pm. 
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Certification of Posting 
 

I certify that on January March 24, 2023, I posted a copy of the foregoing agenda near the regular meeting place of 
the Board of Directors of San Gorgonio Memorial Hospital - Finance Committee, and on the San Gorgonio 

Memorial Hospital website said time being at least 72 hours in advance of the regular meeting of the Finance 
Committee (Government Code Section 54954.2). 

 
Executed at Banning, California, on March 24, 2023 

 
Ariel Whitley, Executive Assistant 



 
 
 
 

TAB A 
 



 MINUTES:  Not Yet Approved by 
Committee 

 
REGULAR MEETING OF THE 

SAN GORGONIO MEMORIAL HOSPITAL 
BOARD OF DIRECTORS 

 
 FINANCE COMMITTEE  

Tuesday, February 28, 2023 
 

 

The regular meeting of the San Gorgonio Memorial Hospital Board of Directors Finance Committee was held 
on Tuesday, February 28, 2023, in Classroom B, 600 N. Highland Springs Avenue, Banning, California. 
 
 

Members Present: Susan DiBiasi, Ron Rader, Steve Rutledge 
 
Members Absent: Dennis Tankersley 
 
Required Staff: Steve Barron (CEO), Angela Brady (CNO/COO), Daniel Heckathorne (CFO), Annah 

Karam (CHRO) Ariel Whitley (Executive Assistant), Karan P. Singh, MD (CMO), John 
Peleuses (VP Support & Ancillary Svs.) 

 
AGENDA ITEM DISCUSSION ACTION / 

FOLLOW-UP 
Call To Order Susan DiBiasi called the meeting to order at 9:03 am. 

 
 

 

Public Comment 
 

No public present. 
 

 

OLD BUSINESS 
 
Proposed Action - 
Approve Minutes 
 
January 31, 2023, 
regular meeting 
 

Susan DiBiasi asked for any changes or corrections to the minutes of 
the January 31, 2023, regular meeting. There were none. 

The minutes of the 
January 31, 2023, 
regular meeting will 
stand correct as 
presented. 
 

NEW BUSINESS 



Finance Committee – Regular Meeting 
February 28, 2023 

 2 

AGENDA ITEM DISCUSSION ACTION / 
FOLLOW-UP 

Proposed Action – 
Recommend 
Approval to Hospital 
Board of Directors - 
Monthly Financial 
Report (Unaudited) 
– January 2023 

Daniel Heckathorne, CFO, reviewed the Unaudited January 2023 
finance report as included in the committee packets. 
 
The month of January resulted in negative $822K EBIDA compared to 
budgeted EBIDA loss of $912K. Adjustments and items of note 
include: 
 
• The January Patient Days dropped to 653 compared to 910 in 

December. 
• Emergency visits and Surgery cases were below projections. 
• Labor Costs were under budget by $417K, partially reflecting the 

low patient volumes. 
• Salaries, Benefits, and Contract Labor were over budget by 

$114K, which was impacted by $512K plus benefits, offset by 
238K from the State Covid “Matching” Recognition program. 

• A YTD operating lease adjustment of $121K was reclassed from 
Purchased Services Expense to Amortization and Interest 
Expenses. 

• A 100K YTD reduction in the Altera fee was made to conform 
with the contract. 

 
 
It was noted that approval is recommended to the Hospital Board. 
 
ROLL CALL: 
 

DiBiasi Yes Rader Yes 
Rutledge Yes Tankersley Absent 
Motion carried.  

 

M.S.C. 
(Rutledge/Rader), the 
SGMH Finance 
Committee voted to 
recommend approval 
of the Unaudited 
January 2023 
Financial report to 
the Hospital Board of 
Directors. 

Proposed Action – 
Recommend 
Approval to Hospital 
Board and 
Healthcare District 
Board to enter a 5-
year software lease 
with Premier, Inc., 
for a budgeting, 
financial reporting 
and forecasting 
system. 
 

The contract calls for a 5-year agreement at a total cost of $313,880 
plus related taxes and travel costs related to installation. 
 
 
It was noted that approval is recommended to the Hospital Board and 
the Healthcare District Board. 
 
ROLL CALL: 
 

DiBiasi Yes Rader Yes 
Rutledge Yes Tankersley Absent 
Motion carried.  

 

M.S.C. 
(Rader/Rutledge), the 
SGMH Finance 
Committee voted to 
recommend approval 
of the 5-year software 
lease with Premier, 
Inc., for a budgeting, 
financial reporting, 
and forecasting 
system to the Hospital 
Board of Directors 
and the Healthcare 
District Board of 
Directors. 
 

Future Agenda 
Items 
 

• Board Vacancies  
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AGENDA ITEM DISCUSSION ACTION / 
FOLLOW-UP 

Next Meeting The next regular Finance Committee meeting will be held on March 
28, 2023 @ 9:00 am. 
 

 

Adjournment The meeting was adjourned 9:59 am. 
 

 

 
 

 
 
Minutes respectfully submitted by Ariel Whitley, Executive Assistant 

In accordance with The Brown Act, Section 54957.5, all reports, and handouts discussed during this Open Session meeting are public records and are 
available for public inspection.  These reports and/or handouts are available for review at the Hospital Administration office located at 600 N. Highland 
Springs Avenue, Banning, CA   92220 during regular business hours, Monday through Friday, 8:00 am - 4:30 pm. 



 
 
 
 

TAB B 
 

















































 
 
 
 

TAB C 
 



San Gorgonio Memorial Hospital and San Gorgonio Memorial Health Care District 

To: Finance Committee, Board of Directors, and District Board  

Agenda Item for March 28, 2023 Finance Committee and April 4, 2023 Board Meetings 

Subject:    

Authorization to declare the existing Siemens Somatom Sensation 64 CT Scanner Model #8377520, 
Serial Number #55296 as surplus property. 
 

Background: 

As the hospital will be acquiring two new Canon CT Scanners for the Primary Stroke Center Project, we 
will not have a need for the existing Siemens Somatom Sensation 64 CT Scanner, serial number #55296.   

We request the district declare the above equipment as surplus and authorize the hospital to dispose of 
the unit as appropriate. 

 

Recommended Action:  We request the district declare the above equipment as surplus and authorize 
the hospital to dispose of the unit as appropriate at fair market value. 

.  
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SGMH Network and Infrastructure 
Recommendations 

Cosmina Maja – IT Director 
SAN GORGONIO MEMORIAL HOSPITAL 



 

San Gorgonio Memorial Hospital and San Gorgonio Memorial Health Care District 

To: Finance Commitee, Board of Directors, and District Board 

Subject: Recommenda�on to enter a 3-year Network and Infrastructure Consultant Services with HelixStorm INC and 
MDR Solu�on with Arc�c Wolf 

San Gorgonio Memorial Hospital have always used a 3rd party vendor for Network and Infrastructure. Prior to the current 
vendor, we had Loma Linda and in 2019 our former CFO/CIO contracted current vendor based on a friend’s 
recommenda�on. That vendor has less experience with 24/7 opera�ons like SGMH. During the unfortunate cyber incident 
in November of 2022, we were introduced by the forensic team – Arc�c Wolf- assigned to us by the Cyber Insurance broker, 
to a much advanced approach of the systems security in general.  In �me, we built a business rela�onship with them, and 
besides the fact that they extended to us for 2 more months at no cost, the sen�nel 1 licenses, they also introduced us to 
one of their partners – HelixStorm.  

Process: In the last 3years we contacted other vendors for network and infrastructure and had numerous calls and 
demonstra�ons. Majority of them have unfortunately their team based offshore.  

Recommenda�ons: HelixStorm Inc is a partner of Arc�c Wolf and comes highly recommended. A team of 3 partners came 
on site and discussed with the IT team along with Arc�c Wolf team,  all the op�ons and possibili�es to improve our network 
security as well as the daily opera�ons.  

Helixstorm has over 15 years of experience providing IT services to organiza�ons. They specialize in providing technology 
consul�ng, implementa�on, and support services and has specific exper�se and �me-in-market with respect to 
technologies suppor�ng advanced infrastructures, robust networking, security, and Informa�on Worker Solu�ons for 
mul�ple hospitals, therefor they are familiar and can easily accommodate 24/7 opera�ons with a �mely response as well. 

Arc�c Wolf Networks is a cybersecurity company that provides security monitoring to detect and respond to cyber threats. 
The company monitors on-premises computers, networks and cloud-based informa�on assets from malicious ac�vity such 
as cybercrime, ransomware, and malicious so�ware atacks. NOTE: If SGMH would have had this prior to the cyber 
atack in November 2022, there would have been no interrup�ons in the hospital opera�ons at all. 

MDR Solu�on: Managed detec�on and response – provide customers with remotely delivered security opera�ons center 
(SOC) func�ons. These func�ons allow organiza�ons to rapidly detect, analyze, inves�gate, and ac�vely respond through 
threat disrup�on and containment.  

Details: The atached proposal is for 3 years and includes also the sen�nel1 licenses that was approved in February board 
mee�ng (Ex: quoted for $8/license but the other vendors, we will be paying $5/license with the new vendor). An outline 
of other expenses is atached as an Exhibit. 

MDR through Arc�c Wolf is a managed service that is layered on top of an EDR or XDR solu�on to provide 24/7 monitoring, 
detec�on, and response, including exper�se, threat hun�ng, remedia�on, and priori�za�on of alerts.  It also involves a 
human element: Security providers provide their MDR customers access to their pool of security researchers and 
engineers, who are responsible for monitoring networks, analyzing incidents, and responding to security cases. 

There will be a one-�me cost for onboarding of services and implementa�on. 

Recommended Ac�on: To approve acquisi�on of services provided by HelixStorm INC as a replacement of current 
vendor. Current vendor requires a 60days no�ce which will  allow sufficient �me for all 3 par�es to coordinate the 
transi�on.  

Exhibits:   Monthly expense report comparison, HelixStorm introduc�on package, Arc�c Wolf services package and MDR 
defini�on, Ransomware ar�cle 



 

Network and Infrastructure 

Monthly Expense report 

 

           Current Vendor      Proposed Vendors  

Monthly  $16, 675.86 Monthly  $ 14,981 
Sen�nel1 (585 

licenses)  
$8*585= $4,680 Sen�nel 1 included 

Knowb4 $ 666 Knowb4 included 
AFH calls $ 225/hr AFH calls First 4hr included 

MDR Not available MDR $5,567 
    
    

Total  $ 22,021.86  $20,548 
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Executive Summary 
Helixstorm takes great honor and appreciation to be invited to respond to San Gorgonio Memorial 
Hospital (SGMH) Request for Proposal for Managed Services. We believe that our solutions, services, 
products, and programs naturally align with your strategic requirements and vision.  Successful 
partnerships are built on a shared strategic vision and the ability to execute on all elements of that 
vision.  

A strategic partner becomes an expert on its partner’s strategy and end goals. The first step is to 
understand how they define success and then deliver solutions that help them achieve their goals in 
tangible, measurable ways. As we become that trusted partner for San Gorgonio Memorial Hospital, 
Helixstorm can build upon the strength of both organizations’ while creating new pathways for 
innovation and leadership. Our proposal offers solutions that encompass Helixstorm Consulting, 
Professional Services, and Managed Services capabilities, to bring “Best-in-Class” solutions to San 
Gorgonio Memoril Hospital. 

Helixstorm has over 15 years of experience providing IT services to organizations. We specialize in 
providing technology consulting, implementation, and support services. Helixstorm has specific 
expertise and time-in-market with respect to technologies supporting advanced infrastructures, robust 
networking, security, and Information Worker Solutions. With our experience, we bring a passion for 
customer satisfaction to the needs of budget-conscious organizations who have requirements for IT 
services. 

Our culture is based on a core team of professionals always striving to deliver the best solutions for our 
clients. We value honesty, enthusiasm, respect, ownership, excellence, and a service-oriented attitude. 
This culture is essential to our success, distinguishing us from our competition and enabling us to hire 
and retain the best and brightest people in this business.   

Our services are managed through methodology and processes that provide the greatest utility to your 
business.  Helixstorm has a proven approach to ensuring that each of our new clients are brought 
onboard in a systematic manner that enables them to quickly begin to realize the benefits of our various 
managed services offerings. The expertise of our service engineers is supplemented by the extensive 
network of vendors that Helixstorm has developed over the years. The benefits of these relationships 
are automatically extended to you so that critical upgrades and enhancements are immediately 
accessible including the ability to escalate critical issues to the various technology companies. The result 
is that Helixstorm brings with it access to the best practices and solutions available in the market today. 

Helixstorm believes in customer satisfaction. When we have completed a job for you, we don't want you 
to be worried about what you spent but thrilled with what you have received. Helixstorm works from 
our proven methodology, ensuring that the time spent on your project is efficient and effective.  

At the end of the day, it's not about us - it's about you. In crafting a solution for you, we learn about 
your organization and your vision, your problems, and your goals. The formula is simple: We act with 
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integrity, we maintain accountabilities for all we do, and we earn your trust. The success of your 
business is our number one priority. 

With this in mind, a few highlights to our proposals include:  

• Helixstorm has a proven track record of delivering Information Technology services and focuses 
on helping our customers achieve enterprise class IT support services at an affordable price.  

• Our operations are guided by the knowledge, experience, and judgment of the management 
team, and through a detailed system of administrative and task specific policies and procedures. 
We utilize a well-defined and mature delivery framework leveraging our SLO driven delivery 
model to ensure an effective and efficient service delivery. Our policies and procedures provide 
a logical, ethical, predictable, and effective system of control, reflecting common business 
standards and best operating practices.  

• Our Help Desk Services are designed to provide a Single Point of Contact Model (SPOC) to 
manage all technology relationships support services that will extend to their employee 
community from a support perspective which ensures a single point of accountability for 
remediation of all issues no matter what systems or applications are affected including those of 
Third-Party Vendors. We provide a dedicated team approach to supporting our customers and 
all remote support staff are US based employees providing coverage 24/7/365. 

• The proposal includes comprehensive operational management of your ecosystem including 
vendor management for your Line of Business (LOB) applications and related Third Party 
Vendors. We provide hosted enterprise class ticketing and change control systems that enable 
complete visibility of all service tickets and systems maintenance for your Information 
Technology Team and Management Staff. 

• Helixstorm has extensive experience in deploying and managing an array of multi-layered 
security on premise and hosted technologies to ensure comprehensive security solutions and 
controls are in place to protect your technology ecosystem. Our Cyber Security Services provides 
a cost effective, rightsized, and scalable Information Security Program to ensure your 
institutions operations are in line with your risk strategy and meet regulatory requirements. This 
service has helped our clients stay increasingly competitive, while successfully maintaining 
regulatory compliance and implementing security measures to mitigate cyber threats. 

• Our services are managed through methodology and processes that provide the greatest utility 
to your organization.  Helixstorm has a proven approach to ensuring that each of our new clients 
are brought onboard in a systematic manner that enables them to quickly begin to realize the 
benefits of our various managed services offerings. 
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• Helixstorm provides Third Party Vendor management service if required for the resolution and 
remediation of an outage or issue to include but not limited to Software, Hardware, Networking, 
Telecommunications, Web, and other related IT Services being provided to the Client. 

• Helixstorm approaches every project with a proven framework that starts with the initiation, 
moves into planning, execution, and the closure phases of a project to deliver the best solution 
for its clients. Helixstorm Project Management framework is built around the proven PMI 
PMBOK Methodology, ensuring that the time spent on your project is efficient and effective. 

• Helixstorm has earned acclaim with its technology ecosystem partners that include leaders in 
their industry to include but not limited to Microsoft, VMware, Citrix, HPE, Aruba, Cisco, HP, 
Veeam, and Dell by repeatedly demonstrating a proven track record of successful hosted 
solutions as well as client premise projects and satisfied customers. 

• Helixstorm will partner with San Gorgonio Memoril Hospital to develop a three-year technology 
roadmap that aligns the organizational requirements to technology spend and budget; this will 
ensure that ROI is achieved when technology projects are undertaken, or investment is made in 
applications or systems.   

The overall goal of our program offering to San Gorgonio Memorial Hospital is to deliver the greatest 
value to you. We are proposing to act as your business partner, not just “another supplier.”  Your goals 
will become our goals. We trust that, following a thorough evaluation, San Gorgonio Memoril Hospital 
will feel confident in Helixstorm’s ability to meet and exceed your business expectations.  

By drawing from our vast experience and knowledge, we are confident that our proposed solution; 
award winning products, comprehensive service management programs, competitive prices, financing 
structure and our overall proposed partnership approach, will achieve the goal of providing to you, 
Complete Customer Satisfaction.  We appreciate the opportunity to earn your business and for your 
consideration of our capabilities in your evaluations.  Helixstorm looks forward to the opportunity to 
further discuss our capabilities as well as proving our value to you as your business partner. 
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Why Helixstorm 
Since its inception in 2007, Helixstorm has been providing Managed IT services for infrastructure 
management, unified desktop management, data protections and business continuity. Helixstorm has 
expanded its services portfolio capabilities to provide security, application development, Cloud, and 
hosted unified communications services.  

Today Helixstorm is a leading national Managed Services Provider (MSP), as well as a Managed Security 
Services Provider (MSSP) providing one of the most comprehensive services portfolios in the industry. 
Our capabilities, solutions and resources allow us to align extensively to San Gorgonio Memoril Hospital 
requirements. Our goal is to ensure that our managed services clients can leverage either the entire 
breadth of our services offering or just a single aspect of the service to complement their own 
employees support skills. 

Helixstorm follows the ITIL (Information Technology Infrastructure Library) v3.0 framework to 
standardize the selection, planning, delivery, and support of IT services our existing and prospective 
clients. The goal is to improve efficiency and achieve predictable service levels. The ITIL framework 
enables us to be a business service partner, rather than just back-end support. The ITIL guidelines and 
best practices we follow allow us to align IT actions and expenses to business needs and change them as 
the business grows or shifts direction. 

Helixstorm recommended operational approach to supporting San Gorgonio Memoril Hospital’s IT 
Ecosystem is a combination of remote and local support to meet the requirements of the organization. 
The ability to provide 24x7 comprehensive remote support greatly minimizes the requirement of 
providing onsite support and is a more cost-effective solution for organizations today. Helixstorm’s 24x7 
remote support capabilities provide immediate proactive or reactive response to our clients. All support 
requests whether a phone call, email or chat are handled live by a Remote Support Engineer. Proactive 
responses are handled by our Network and Security Operations Centers.  

Infrastructure Management 
Helixstorm Network Operations Centers (NOC) monitor and manage the IT Ecosystem for our Clients 
24x7x365. With our comprehensive solution Helixstorm’s Network Operation Center (NOC) is enabled to 
see detailed processing of every event on your network.  Helixstorm has deployed a “State of the Art” 
Information Technology Operations Management (ITOM) solution; OpsRamp is a comprehensive web-
based monitoring, alerting, remediation, automation, reporting and service platform that covers the 
entire technology ecosystem. 

OpsRamp's artificial intelligence for IT operations (AIOps) solution, OpsQ, is the world's first service 
centric AIOps platform with intelligent event management, powerful alert correlation, and rapid 
remediation. OpsRamp OpsQ applies machine learning and other data-driven approaches to correlate 
and infer alerts arising from the same underlying condition. OpsQ continuously learns patterns and 
applies learned models against incoming alert streams to make sense of cascading and parallel impacts. 
It groups related alerts into inferences based on the learning models. IT teams can then manage these 
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inferences instead of addressing individual alerts, reducing the “noise” that users need to sift through in 
everyday operations.  

OpsRamp Overview 
OpsRamp is the comprehensive SaaS platform for IT operations lifecycle management. IT operations 
lifecycle management is the set of capabilities that is required to operate your IT environment from 
“cradle to grave” so that your business has highly available applications and is getting the maximum 
value from its technology investment. Below is a list of the major functionality within OpsRamp. 

 

 

 

 

 

 

 

 

 

 

Automated Discovery & Onboarding 

• Automatically discover devices, applications, and the relationships between using standard 
protocols and APIs. 

• Discover devices, applications, and cloud resources running across datacenters, business locations 
and cloud environments. 

• Discover relationships between elements including network, virtualization, storage, and cloud 
topologies. 

• Apply policies to continuously discover elements and automatically manage newly discovered 
elements against predefined service levels. 

               

Support for Integrations  

• OpsRamp supports API based integrations with third-party applications using SOAP and REST APIs.  
• Alert, Email, and Incident based Integration capabilities. 
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Service Assurance  

Monitoring & Management 

• Monitor any IT element, application, or service, whether physical, virtual or in the cloud. 
• Monitor the full spectrum of elements ranging from custom and packaged applications, physical and 

virtual servers, network devices, storage arrays, web services, and cloud instances and resources. 
• Manage services as logical entities by using service maps that visualize the relationships between 

elements and services.  
• Create service maps using flexible rule-based policies that allow for hybrid cloud applications that 

expand and shrink dynamically with new and decommissioned elements. 
• Define composite services that integrate both internal and externally hosted elements and services. 
• Define and measure availability, performance and responsiveness metrics that matter to you with 

customized definitions of availability, performance, and responsiveness metrics. 
 

Alert Management 

• Consolidate, correlate, and manage alerts generated by OpsRamp and by best-of-breed IT 
management tools. 

• Correlate alerts and remove noise from the signal by consolidating alerts from like devices into a 
single incident. View which sites and services are impacted and other alerts of the same type. 

• Select alerts that relate to a particular problem and assign them to a single ticket. 
• Ensure critical alerts move up the chain with the escalation matrix. Duty specific notification based 

on schedules and the chain of command in a team. 
• Define policies to automatically create Incidents from Alerts to optimize delivery to SLAs. 

 

Runbook Automation 

• Define scheduled and event-driven runbook automation scripts, policies, and schedules to execute. 
 

Backup and restore 

• Backup startup and runtime configurations and automatically backup network device configurations. 
• Visualize and compare configurations to identify changes and restore to previous configurations when 

needed. Visualize and compare configurations. 
 
Unified Centralized View 

• Operationalize dashboards and reporting that deliver actionable insights based on trends and 
analytics. 

• Integrate data from third-party monitoring products, hardware, and software elements to deliver 
actionable insights based on holistic trends and analytics. To measure service levels delivered 
against service level agreements. 

• Report templates are applicable to different roles in an organization for making tactical and strategic 
decisions. 
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• Strategic insights enable IT managers to manage availability and performance of their infrastructure 
by using the right metrics. 

• Tactical insights address issues with a particular element or device in your distributed infrastructure. 
• Use pre-defined report templates for different technologies and roles. Schedule and automatically 

deliver reports. Output reports in a variety of ready to consume formats (PDF, PPT, CSV). 
• Visualize the availability, health and performance of services and infrastructure with customizable 

dashboards. Define widgets by complete service or single entity and customized for size, trend 
history and metric specific parameters. 

 
Asset Management/Live CMDB/Integration 

• Dynamically manage the complete inventory of on-premises, data center, private and public cloud 
assets in a single platform. 

 

SLA Management 

• Define granular SLAs for specific business services. 
• Define SLAs for response times and resolution times for Incidents. 
• View real-time dashboards and historical reports on performance against SLAs. 
 

Incident, Problem and Change Management 

• Create a ticket, incident, problem, or change request as appropriate to manage issues through 
resolution. 

• Seamlessly tie service management to operations management with single flow, one-click creation 
of tickets from the alert. 

• Automate policies to group alerts, convert them into tickets and create incidents based on SLAs 
associated with devices. 

• Display the entire queue of service requests across the organization with role-based access to 
assigned support engineers. 

• Open APIs to integrate with any third-party solution. 
 
Compliance Driven Remote Access Framework 

• OpsRamp provides an integrated remote access framework that will allow IT personnel, business 
unit operations team, or any external providers to access instances for incident, problem or change 
management. Limitations for access can be set by policy for specific users or time periods, and all 
activity during access is automatically recorded, much like a TiVo video recording, and associated 
with the incident, problem or change request. This allows compliance auditors to play the recorded 
operations and can be used for HIPAA, PCI, and SOX compliance reports.  
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Data Protection / Disaster Recovery / Business Continuity 
We recognize that there are multiple tiers of backup of active data. Years ago, we treated all data as 
being equal. All data originated on one type of storage and stayed there until it was deleted. We now 
understand that not all data is created equal. Some types of data are more important than others or 
accessed more frequently than others. Operationally critical data requires more frequent backups on 
higher performance devices. Less critical backups are relegated to less expensive, lower performance 
devices. Older versions of backup files are moved to slower devices to save costs. 

Helixstorm has a proven approach and method to protecting not just your data but ensuring that you 
can recover from a wide variety of disasters. We offered solutions depending on the Client’s 
infrastructure (Physical and/or Virtual), Recovery Time Objectives (RTO) and Recovery Point Objective 
(RPO) requirements.   

All solutions involve using a local appliance or targeted storage, so it effectively becomes a complete 
replacement to existing tape or portable hard drive backup strategies and is installed at the end Client’s 
premises where data needs to be protected.  These solutions enable Helixstorm to provide multiple 
options for consideration; a Local and Cloud Managed Backup only or Backup capability that offers an 
offsite Business Continuity capability.  

All data is encrypted – both in transit and while at rest – using AES-256 (Advanced Encryption Standard) 
with a unique encryption key that meets the government’s FIPS 140-2 standard for top-secret 
documents. Also meets other compliance requirements such as HIPPA, PCI, SOC, etc. 

Data can be restored either from the local appliance (which is the preferred method), but also can be 
restored from the Cloud. The process is to notify the NOC team that a file(s), folders, or databases need 
to be restored and they will restore those from the local appliance within 30-60 minutes, typically less 
than that at time of notification. 

Helixstorm works with Clients to build Business Continuity plans in case of a disaster requiring site 
restoration of servers in the Cloud. Typical recovery efforts involve declaring a “site disaster” and 
spinning up in the designated Cloud operations. Helixstorm creates a Virtual Office in the management 
interface and begins rendering servers from their latest offsite backup. Once servers are rendered the 
team will boot all servers and correct any OS/Application issues to make sure they all are functioning 
normally. Multiple servers can be worked upon at the same time. DNS entries must be changed for 
proper email routing and other services.  

After the Virtual Office setup is complete, we can provide access to the Cloud environment either via 
SSLVPN clients or direct IP address into the Terminal Server. Clients run within the Cloud environment 
until such time their onsite production environment is fully recovered.  
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Cyber Security 
Helixstorm is a strategic solution provider who can help your organization identify, quantify, and 
manage the risk associated with information assets.  Our unique approach begins with the assumption 
that effectively managing risk requires a balanced combination of process knowledge and appropriate 
technology. For this reason, we apply a structured approach that identifies risks and delivers effective 
solutions.  

Many organizations struggle with the proper management of information security due to several 
factors.  Stakeholders are often overwhelmed with day-to-day tactical projects and reacting to events 
within the environment.  Because of the reactive nature of many security programs, strategy and long-
term planning is often an afterthought.  Helixstorm’s approach to helping organizations manage their 
security program minimizes the roadblocks associated with strategic planning and provides subject 
matter expertise to help with governance, strategy, long term planning, process improvement, metrics, 
and even tactical security project execution.   

Helixstorm provides a disciplined program management approach that increases the effectiveness of 
security investments and helps to provide measurable support for the protection of information assets.  
Helixstorm provides a security advisory consulting engagement to help Client with the maturity and 
continuous improvement with its security program overall.   

The basic level of our offering provides an organization with a trusted security advisor on an on demand 
or limited basis.  This tiered service is aimed at organizations that may only need assistance only on an 
as needed basis. They require help determining the most optimal security direction for their 
organization or just need help on a project-by-project basis.   

Helixstorm has extensive experience in providing vulnerability management services to Clients. Our 
vulnerability management program is designed to implement tools and processes that validate the risk 
associated with information assets throughout their entire lifecycle.  This process includes frequent 
auditing against standards, patch management, change control and other operational IT processes.  A 
successful vulnerability management program allows interested parties to understand the relative risk 
levels of technology assets at any given time using baselines, monitoring for significant changes, and 
understanding if operational processes are effective at protecting information assets. 

Helixstorm capabilities include several best of breed security products which are designed to minimize 
exposure to external threats such as malware, phishing, and poor web browsing practices. To help 
minimize email born threats and reduce unwanted SPAM, Helixstorm offers ProofPoint email protection 
and continuity solution. Helixstorm also provides the most recent release of SentinelOne Endpoint 
Protection Services (EDR) for anti-virus and to protect against Malware and Phishing attacks. 

As part of a commitment to improving and maturing San Gorgonio Memoril Hospital ’s information 
security program, Helixstorm provides Managed Detection and Response (SIEM) solutions. An MDR 
program provides the tools and processes to help an organization monitor information asset for signs of 
malicious activity. Our program approach includes frequent assessment of log sources, standards, 
configurations, change controls, and other operational processes. A successful MDR program integrates 
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into the ongoing operations for an IT security organization and allows our clients to understand the 
relative risk levels of events and assets in their environment at any given time.  

Helixstorm provides Security Awareness Management services based on the technology and leaning 
curriculum developed by KnowB4 https://www.knowbe4.com/. Helixstorm maintains the Platinum 
Subscription Level which provides us access to over 100+ training modules that Clients can choose from 
for their training requirements.  

Initially Helixstorm rolls out a high quality, 45-minute web-based interactive training using common 
traps, live demonstration videos, short tests, and the new scenario-based Danger Zone exercise. Kevin 
Mitnick Security Awareness Training specializes in making sure employees understand the mechanisms 
of spam, phishing, spear-phishing, malware, ransomware, and social engineering, and are able to apply 
this knowledge in their day-to-day job.  

Helixstorm also performs on-going simulated phishing attacks to test the security posture of the 
organization. Monthly reporting is generated on the results of the phishing campaigns and reviewed 
with San Gorgonio Memorial Hospital to identify those individuals that have a higher failure rate, so we 
can customize their training to improve their individual security posture for the organization.  

Helixstorm Managed Security Model 
 

 

 

 

https://www.knowbe4.com/
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IT Planning 

Included in our comprehensive offering is our Virtual CIO role performed by the Senior Technical 
Account Manager assigned to San Gorgonio Memoril Hospital. These individuals are former Information 
Technology leaders that will provide consulting expertise to align your business and IT strategies.  

 

• Business & Technology Assessment  
• Technology Consulting & Management  
• Strategy Development  
• Process Development  
• Enterprise Architecture  
• IT Budgeting  
• Business Continuity Planning (BCP)  
• Disaster Recovery Planning (DRP) 

 
Helixstorm ensures technology takes your business in the right direction.  Your results are our number 
one priority, and Helixstorm continues to grow by focusing on the unique computing, networking, 
document, and applications needs of our customers. 
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Transition Services 

A substantial on-boarding and transition project (“Transition Project”) will begin shortly after the 
Effective Date, which is to be determined.  Depending on San Gorgonio Memoril Hospital ’s scope of the 
Managed Services, the Transition Project will require a minimum a 30- 60 day duration to complete and 
would involve multiple workstream efforts on behalf of Helixstorm. 

A team from Helixstorm Remote Support Operations, including Engineers, Project Management and 
Leadership, will be deployed. The ream will travel to the hospital to begin the process of discovery, 
planning, documentation, setup, staffing and training.  Templates will be used for data collection and 
discovery.  The Team will work closely with your IT staff and leadership to ensure that complete and 
accurate information is transferred.  Throughout the Transition Period, any gaps that are identified will 
be communicated to the IT Staff for resolution. 

Helixstorm will utilize transition teams that have implemented services comparable to the scope of 
services identified by San Gorgonio Memoril Hospital. In addition, to maintain consistency, the service 
delivery resources utilized during the transition will continue to provide services after the transition 
activities have concluded to ensure knowledge preservation and service continuity. 

The following will be created but not limited to, documented, reviewed, encoded and/or modified as 
necessary in the ITSM and ITOM systems; Standard Operating Procedures (SOPs), Decision Trees, Flow 
Charts, Escalation Paths, Application Support Plans, Scripts, Run Rules, Service Catalog, Knowledge Base 
Management, Change Management, and Reports.  A configuration management database (CMDB) for 
San Gorgonio Memoril Hospital will be created, managed, and maintained.  In addition, a RACI Matrix 
will be created that formally documents the roles and responsibilities of each party. 

A project plan will be developed and managed using Microsoft Project Professional software.  The 
project will be executed and managed in cooperation with Client to fully transition and establish the 
awarded services to Helixstorm capability by the mutually agreed Launch Date.   

 

Project Management and Transition Methodology 

Helixstorm approaches every project with a proven framework that starts with the initiation, moves into 
planning, execution, and the closure phases of a project in order to deliver the best solution for its 
clients. Helixstorm Project Management is built around the proven PMI PMBOK Methodology, ensuring 
that the time spent on your project is efficient and effective. PMI PMBOK is a worldwide standard that 
allows us to deliver projects that: 

• Ensures that Helixstorm is aligned with your best interest 
• Assumes that we will manage the solution, ensures that it is easily maintained 
• Leverages the best elements of PMI and Technology Partner methodologies  
• “Right-sized” to your needs, not monolithic and complicated 
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Helixstorm will be responsible for the overall project management for this implementation. The assigned 
Project Manager is responsible for ensuring the successful delivery of client facing projects.  They 
manage the overall portfolio of active projects and provide analysis including resource forecasts, project 
schedules, project economics, and customer expectations. They leverage Helixstorm resources 
throughout the project lifecycle to gather information needed to ensure that each project is delivered to 
its specific documented scope and within timelines mutually established with client.  

Project Organization and Management  
 

Project Communications 

Risk does exist in all technical projects. To mitigate potential risk in this project, Helixstorm will follow 
the following practices: 

• Defined Milestones – Built into the project plan, these Milestones are designed to bring together all 
key stakeholders in the delivery of the technical solution to ensure agreement on the technical 
finding, detailed activities, work schedule, and interdependencies on the current production 
environment. 

 
• Issue Management and Resolution - All issues discovered during the project will be documented, 

logged into a central issues repository, and resolved in a timely manner.  Issue Resolution 
documentation will be created for each issue logged. Issues that may pose a risk to the project will 
be escalated to the management teams for risk mitigation analysis. 

 
• Project Management Meetings – Regular project management meetings will be held to evaluate the 

status, quality, and timeliness (in relation to the schedule) of the work delivery.  The project 
management team will evaluate on-going project risk as part of the project management process.  

 

Project Schedule 

Our skilled Project Manager will work with the team to develop a project schedule that is acceptable to 
your team, while also ensuring that the schedule will be well managed, and that quality is not 
compromised during the implementation. They ensure that your team is aware of project status through 
strong written communications, regular project status meetings, management of the project schedule 
and report overall status of project health.  

Project Billing 

The Helixstorm “Professional & Managed Services Time Recording Policy” is designed to ensure a 
consistent, accurate, and timely process for recording the work of the client-serving staff, especially 
around billable time for client work.  As a company, Helixstorm “earns its living” from performing 
billable work for our clients.  All members of the team understand that Time Recording is essential not 
only for Helixstorm purposes but is the starting point for customer satisfaction and retention due to its 
input to the billing process. The assigned Project Manager will monitor the budget closely and will be 
responsible for identifying and resolving all budgets and invoicing issues. 
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Project Management Documentation 

Within the PMO structure, Helixstorm maintains an environment for all documentation related to the 
Client’s project. The Helixstorm Project Manager will coordinate project work activities, conduct project 
status meetings, write project status reports, and coordinate all Solution Assurance activities: 

• Design Review and Phase Signoffs 
• Implementation Phases 
• System Configuration Documentation 
 

The most typical constraint in any IT project is the availability of the internal resource assigned to the 
project.  Helixstorm understands that the IT staff has a production environment to maintain to high levels 
of availability and integrity, while the project is ongoing.  Since the project approach submitted relies on 
a high level of IT work to the plan, the staff’s availability will have to be monitored. 

Services Transition 

Helixstorm transition plays a vital role in delivering the proposed managed services approach to San 
Gorgonio Memoril Hospital. Helixstorm will implement a proven transition framework, to ensure a risk-
free services transition from existing vendor to Helixstorm & San Gorgonio Memoril Hospital.  

Key Principles  

• A well-executed transition is critical for ensuring business continuity during the period of change 
• Helixstorm has considered the key aspects like duration of transition, impact of transition on 

critical business process, service commencement in time and timelines for the promised 
improvements while planning the transition and transformation from one state of operations to 
another 

• Helixstorm has an established, integrated, and consistent service transition capability across large 
and complex engagements 

• Helixstorm has a proven transition and transformation methodology which underpin accelerated 
transition execution while minimizing transition risk to business 

• The converged transition and transformation approach help in executing parallel phases for 
transition and transformation activities hence saving the time and cost of transition and 
transformation 

Objectives  

• Successful transition of Delivery and Management of the existing environment 
• Establish the Service Management Framework between San Gorgonio Memorial Hospital, 

Helixstorm and any other Third-Party Vendors by institutionalizing defined SLAs, Service reporting 
and Governance structure 

• Transformation to the desired/specified state of operations 
• Manage risks during the period of transition 
• Complete the transition programme on time and within budget 
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Major Deliverables  

• Detailed Transition Plan sign-off 
• Service Readiness sign-off pre-service transfer 
• Acceptance Criteria sign-off at the end of the transition programme 

 
Service Readiness 

Helixstorm transition teams have implemented services comparable to the scope of services identified by 
SGMH. In addition, to maintain consistency, the service delivery resources utilized during the transition 
will continue to provide services after the transition activities have concluded to ensure knowledge 
preservation and service continuity. 

Pre-Transition 

This step will include: 

Identify SGMH & Helixstorm Leads/SMEs 

• Identify key work streams and workshops for transition 
• Mobilise transition team -onsite/ offshore 
• Complete all Logistics planning (User-ID mail-id, access and connectivity, laptops, desks, transition 

locations, onsite travel) 
• Finalise transition governance & Communications 
• Team size, resource profiles, skills, locations, Roles & Responsibilities 
• Current Standards, Test Processes, test support, and Documentations 
• Existing SLAs, KPIs, targets, metrics, and Reporting 
• Delivery releases during transition period 

 

Knowledge Transfer & Shadowing 

This step will include: 

SMEs gather key documentation 

• System documentation 
• Process documentation 
• Key contacts – internal & external stakeholders 

 
Recipient learns  

• Schedule & attended workshops with SMEs to build knowledge 
• Read and understand content 

 
Transition lead 

• Report on progress as per communication plan 
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SME demonstrates and records activities (for replay) 

• Work Jointly 
• Regular tasks performed by SME while recipient observes 
• Activities are recorded and shared with recipient group 
• Participate in daily Q&A session 

 
Recipients observe and retrace steps to understand examples 

• Watch and learn demonstrated techniques 
• Use task log to retrace SME’s activities and generate questions for daily Q&A session 

 

Parallel Run & Steady State 

This step will include: 
 
SME oversees and validates 

• Work jointly  
• SME takes on back-up role 
• Reviews daily task log 
• Provides clarification / teaches as needed 

 
Recipient performs tasks  

• Assumes primary role 
• Performs standard functions for the role 
• Logs activities and results for review 
• Discusses results and learn from feedback provided by SME 
• Cascades knowledge to remaining team members 
• Evaluate proficiency 

 
Transition completed 

• All communications process completed 
• People enabled 
• Work environment enabled 
• Contract and financial management implemented 
• Full handover of service  
• Service Management implemented 
• Unit operations implemented 
• Existing Vendor resources released 
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Infrastructure On-Boarding and Integration 

The Transition Methodology is based on years of experience and aligns with the Project Management 
Body of Knowledge to address the concerns and risks associated with services transition as well as to 
provide a step-by-step instruction guide to successfully migrate Operations from SGMH/vendor team. This 
involves a robust set of guidelines, activities, tasks, tools, and best practices. The key steps for San 
Gorgonio Memoril Hospital transition plan include: 

Initiation and Planning 

This step of the transition plan will include: 

• Introductions to the key stake holders 
• Data collection of items mentioned in San Gorgonio Memoril Hospital requirements template. 

Example: (Inventory details, Special instructions & SOP’s, Access rights, Escalation matrix, ISP 
information, Exceptions…etc.) 

• Technical and access requirements 
• Define review and progress cadence (weekly status & phase gate review) 
• Define roles and responsibilities for the transition 
• Identify current processes being followed - Incident, Problem, Change, Release & Deployment, 

historical data, and trends  
• Initial meetings with the respective tool owners 
• Discuss the tool migration strategy (Infra Cloud migration…. etc.) if any 
• Security and compliance requirements 

 

Data Gathering & Validation 

This step of the transition plan will include: 

• Plan & prep for the deployment of ITOM Gateway (Prerequisites for the gateway, capacity analysis 
on the no. of gateways required…etc.) 

• Understand integration requirements for other third-party tools  
• Inventory breakup 
• Review the Data collection sheet 
• Technical and access requirements 
• Jump box Setup (Windows Server) 
• Provide Inbound/Outbound ports access 
• Escalation contacts  
• SOPs and Special Instructions 
• Dashboard requirement 
• Any customizations/exceptions for the service delivery team 
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Device Onboarding on the ITOM Platform 

This step of the transition plan will include: 

• Identify the priority list of sites/Devices and any other specific requirements  
• Review the data collection sheet 
• Deploy ITOM gateways 
• Understanding the Network components, architecture, service dependency…etc. 
• Monitoring and support considerations review 
• Historic data and trend analysis 
• SOP & Runbooks documentation 
• Configurations: Network backups, reports, device groups, site creations, define policies…etc. 
• Define service dependency maps 
• Any customizations/exceptions for the service delivery team 
• Implement assisted learning (Helixstorm team will sit with respective engineers and shadow 

learning) 
• Knowledge build outs with remote teams and updating the service delivery manuals 
• Service Delivery Readiness 

 
QA & Alert Analysis 

This step of the transition plan will include: 

• Configuration validation (Network backups, reports, device groups, site creations, define 
policies… etc.) 

• Template and graphs validations 
• Alerts analysis and noise reduction 
• Identify current gaps and finalize requirements for monitoring, management (Incident, problem, 

change, configuration) operational processes (support escalation, communication, reports), 
preventative maintenance, service maps…etc. 

 
Backup and Business Continuity 

At a high level Helixstorm’s processes for on-boarding of the backup solution is as followed: 

• Document requirements for applications, servers, and data structures 
• Order Backup Target Appliance and Track Delivery 
• Physically Install & Cable Target Appliance 
• Onsite Configuration of the Appliance 
• Configure Veeam to backup Servers to be Protected 
• Confirm Onsite Backups are Working Properly 
• Configure Offsite Cloud Backup  
• Confirm Offsite Backups are Working Properly 
• Verification acceptance all subsequent backups efficiently 
• Test restore data and server from Onsite and Offsite repositories  
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After these processes are complete the service will be able to restore servers on premise within the 
allotted time periods, or in the Datto cloud in the case of a disaster. 

Parallel operations 

• Initiate the start of services including parallel operations offshore 
• Weekly performance monitoring and reporting 
• Adjust the thresholds required, tweak service delivery manuals as required 
• Operating Model for San Gorgonio Memoril Hospital  

o Alert Management 
o Alert Monitoring Process 
o Alert monitoring process flow 
o Incident Management 
o Problem Management 
o Incident workflow 
o Escalation Management 
o Standard Operating Procedures (SOPs) 

• Automation 
 

Address privacy and security 

• Authentication 
• Access controls 
• Authorizations/restrictions 
• Audit controls 
• Data backup and restore 

 

Steady State Operations 

• Steady state SLO driven activity 
• Continuous governance, reporting and service improvement 
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Primary Client Account Team 
The Client Account Management Team is the main focal point of Helixstorm engagement methodology.  
It is comprised of the following team members; Senior Account Manager, Service Delivery Manager, 
Primary and Secondary Engineers, and Executive Sponsor. The Account Team will orchestrate the 
engagement, collaboration, and involvement with other Helixstorm resources to provide ongoing 
technology business plans, operational support, and implementation services for variety technologies to 
meet the needs of San Gorgonio Memoril Hospital.  All members of the Client Account Team are 
escalation points of contact for San Gorgonio Memoril Hospital. Prior to completion of the services 
transition, an escalation matrix with contact information will be provided to San Gorgonio Memoril 
Hospital.  

Senior Account Manager 
The Senior Account Manager (SAM) provides ongoing relationship management with Clients that are 
under contract for all or a subset of the Helixstorm managed services offerings. They are the primary 
relationship liaison between Helixstorm from initial onboard and throughout the term of the agreement.  
potential termination of services). They are both the client advocate and the client advisor.  The primary 
objective of this position is to ensure retention of clients by managing expectations and satisfaction. 
They work closely (i.e., like a quarterback) with other members of the account team and service delivery 
team to ensure each client’s individual needs are being adequately and consistently addressed. As 
necessary, this includes swift resolution to client escalated issues.  

 
In addition, this role ensures continued affirmation of the value of the services provided by Helixstorm 
via a regular cadence of meetings with key contacts to review completed and planned activities. It is 
anticipated that the SAM will regularly attend cadence activities that are scheduled on a weekly, 
monthly and/or quarterly basis. The SAM must always engage the client in accordance with Helixstorm 
core values.  

Service Delivery Manager 
The Service Delivery Manager is responsible for the overall productivity and quality of work for their 
assigned team(s) and works to ensure that each of their team members have the skills and tools needed 
to be successful and addresses/expedites escalations when necessary. The Service Delivery Manager 
works closely with Helixstorm internal resources and the Client account stakeholders to ensure 
consistent quality service delivery and to identify and facilitate remediation of service quality issues as 
they arise. The Service Delivery Manager coordinates activities with the various matrixed functional 
leaders within Helixstorm to ensure alignment and effectiveness. 

Executive Management Sponsor 
The Executive Management Sponsor is a member of Helixstorm’s Execute Management Team and 
responsible for executive level relationship management with Client’s executive team.  The Executive 
Sponsor will be expected to attend cadence activities on a monthly and/or quarterly basis.   
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Attachment A – Contract  





Managed Detection and Response 
 

What is managed detection and response? 
Managed detection and response (MDR) is an outsourced service that provides organizations with threat 
hunting services and responds to threats once they are discovered. It also involves a human element: Security 
providers provide their MDR customers access to their pool of security researchers and engineers, who are 
responsible for monitoring networks, analyzing incidents, and responding to security cases. 

What challenges can MDR address? 
MDR addresses significant problems that plague modern businesses. The most glaring issue is a lack of security 
skills within organizations. While training and setting up dedicated security teams that can do full-time threat 
hunting may be feasible for larger organizations that can afford it, most companies will find it a difficult 
proposition given their resource limitations. This is especially true for medium and large organizations that 
often find themselves being the target of cyberattacks but lack the resources or manpower for such teams. 

Even organizations that are willing to spend both time and money might find it difficult to actually acquire the 
right personnel. In 2016, there were 2 million unfilled cybersecurity positions, a number that is expected to rise 
to 3.5 million by 2021. 

Enterprises also face challenges when deploying complex endpoint detection and response (EDR) solutions, 
which are usually not being maximized due to a lack of time, skills, and funds to train personnel to handle the 
EDR tools. MDR integrates EDR tools in its security implementation, making them an integral part of the 
detection, analysis, and response roles. 

An often overlooked issue when it comes to cybersecurity is the sheer volume of alerts security and IT teams 
regularly receive. Many of these alerts cannot be readily identified as malicious, and have to be checked on an 
individual basis. In addition, security teams need to correlate these threats, since correlation can reveal whether 
seemingly insignificant indicators all add up as part of a larger attack. This can overwhelm smaller security 
teams, and take away precious time and resources from their other tasks. 

MDR aims to address this problem not only by detecting threats but also by analyzing all the factors and 
indicators involved in an alert. MDR also provides recommendations and changes to the organizations based on 
the interpretation of the security events. One of the most important skills that security professionals need is the 
ability to contextualize and analyze indicators of compromise in order to better position the company against 
future attacks. Security technologies may have the ability to block threats, but digging deeper into the hows, 
whys, and whats of incidents requires a human touch. 

MDR is designed to solve the problem of an organization’s cybersecurity skills gap. It tackles the issue of more 
advanced threats that an in-house IT team cannot completely address, ideally at a cost that is less than what the 
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company will need to spend to build its own specialized security team. MDR can also offer the organization 
access to tools that it may not normally have access to. The diagram below illustrates what an organization 
stands to gain when MDR comes into play. 

 

How do MDR providers compare with MSSPs? 
Organizations have traditionally turned to managed security service providers (MSSPs) for their external 
security needs. In contrast with MDR providers, which can detect lateral movement within a network, MSSPs 
typically work with perimeter-based technology as well as rule-based detections to identify threats. Also, the 
kinds of threats that MSSPs deal with are known threats, such as vulnerability exploits, reoccurring malware, 
and high-volume attacks. MSSPs have security professionals who perform log management, monitoring, and 
analysis, but often not at a very in-depth level. In essence, MSSPs are able to manage an organization’s security 
but typically only at the perimeter level, and their analysis does not involve extensive forensics, threat research, 
and analytics. 

In terms of service, MSSPs usually communicate via email or phone, with security professionals as a secondary 
access, while MDR providers carry out 24/7 continuous monitoring, which may not be offered by some 
MSSPs.  

However, MSSPs still provide value to organizations. For example, managing firewalls and other day-to-day 
security needs of an organization’s network is a task that is more apt for an MSSP than an MDR provider, 
which offers a more specialized service. Accordingly, MSSPs and MDR providers can work in conjunction with 
each other — with MDR providers focusing on the proactive detection and behavioral analysis of more 
advanced threats and giving remediation recommendations for organizations once the threats are discovered. 

How does Trend Micro’s MDR work? 
Trend Micro’s MDR provides a wide array of security services, including alert monitoring, alert prioritization, 
investigation, and threat hunting. It uses artificial intelligence models and applies them to endpoint, network, 
and server data in order to correlate and prioritize advanced threats. By investigating prioritized alerts, Trend 
Micro threat researchers can then work with organizations to provide a detailed remediation plan. 



The diagram below shows the basic process of how Trend Micro’s MDR responds to threats. 

 

Detection 
Trend Micro threat researchers continuously monitor an organization’s network and endpoint data — 
performing threat sweeps to look for specific indicators of compromise — and from there make decisions in 
terms of threat prioritization. 

Analysis 
Once a detected potential threat is correlated and prioritized, a team of qualified security operations center 
(SOC) personnel investigate the origin and scope of the attack, after which a detailed analysis of the threat and 
its impact is determined. 

Response 
Trend Micro threat researchers will alert the organization of the incident, and will also provide root cause 
analysis, mitigation recommendations, and toolkits to help the organization handle the incident. 
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